NXT Controller Manual IP Assignment in WAN Environments
Application Note

It is difficult to perform NXT controller IP address assignment and auto-configuration when
controllers are on different subnets from the local PC (the PC from which the Doors.NET client is
run). This is particularly true when using versions of Doors.NET prior to v3.5.1.12. In previous
software revisions this process was done in one of three ways:

* Multiple NXT Gateways, one for each subnet — each NXT Gateway requiring its own local PC.

* Virtual Private Network (VPN) — bridging multiple physical network segments into a single,
logical subnet.

» Bench configuration of controller IP addresses — requiring a separate installation of Doors.NET to
locally replicate a remote subnet. Any fully reset controllers must be physically returned to the
bench for auto-configuration.

With the v3.5.1.12 release an alternative method of controller IP assignment is now supported for
WAN environments allowing auto-configuration to be done. A WAN (wide area network) is typically
a computer network covering a broad area with multiple subnets routed together to make up a greater
network of connected devices.

Controller IP assignment in a WAN environment is a multi-step process, done once on each controller
that is not on the same subnet as the local PC with Doors.NET installed. This can be done between
live networks or it can be done on a bench with appropriate equipment that physically creates a
remote LAN on a remote PC for the controllers versus the local LAN for the local PC on which the
Doors.NET client is run.

The instructions in this Application Note refer to two different PCs.
* The Local PC is the one on which the Doors.NET program is installed.
» The Remote PC is the one used for the controller manual IP assignment process.

NOTE: The Remote PC is only required for IP assignment, otherwise it is not used by Doors.NET. If
you have more than two subnets then either multiple remote PCs are necessary (for each remote
subnet) or one PC can be rotated between the subnets.

You must have a list of unique IP addresses to assign to the controllers being configured. Be sure to
coordinate with your network administrator for the static IP addresses to be used by the controllers.
There are two forms at the end of this document that will assist you in collecting the IP and network
mask information needed to complete this process — one for the NXT gateway network (local PC) and
one for the remote network and controllers (remote PC).

NOTE: All screen captures in this document are from a Windows XP operating system.
Screen appearance in other operating systems will be slightly different.
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1.0 Telnet

Manual IP assignment is done using Telnet. Telnet is a network protocol that provides plain-text,
command communication between devices.

The Telnet client is a standard part of a Windows XP installation, but must be enabled/installed in a
Vista, Windows 7, or Windows Server installation.

1.1 Enable Telnet in Vista or Windows 7

Use the Windows Features tool to enable Telnet in Vista or Windows 7.
NOTE: You must have Administrator Rights for the operating system to enable Telnet for all users.

Click Start and then click Control Panel.

On the Control Panel Home page, click Programs.

In the Programs and Features section, click Turn Windows features on or off.

If the User Account Control dialog box appears, confirm that the action it displays is what you
want and then click Continue.

5. In the Windows Features list, select Telnet Client, and then click OK.

PwbdpE

1.2 Install Telnet in Windows Server
Use the Role Management tool to install Telnet in Windows Server.

1. Start Server Manager. Click Start, right-click Computer, and then click Manage.

If the User Account Control dialog box appears, confirm that the action it displays is what you
want and then click Continue.

In the Features Summary section, click Add features.

In the Add Features Wizard, select Telnet Client and then click Next.

On the Confirm Installation Options page, click Install.

When installation finishes click Close.

no

ISR

2.0 Configure Remote PC for Access
to 169.254.x.y IP Addresses

The remote PC must be configured (at least temporarily) with an IP address to communicate with a
controller in the 169.254.x.y address range. This is required for the remote PC to communicate with
the controller using the controller’s default IP address. Refer to your IT professional on how to
configure the remote PC.
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3.0 Verify Ethernet Communication to the Controller

Before Telnetting into the controller to set its IP address you should verify the controller and the
remote PC being used in the IP assignment process are properly communicating through the local
network. This is done by sending a ping command to the controller and looking for a response.

Verify the following to ensure proper communication:

3.

one controller is connected to the network at a time

the controller’s IP is set at its factory default IP of 169.254.1.1

the remote PC used for IP assignment can communicate with the default controller IP address —
this PC must have a compatible IP address and network mask for both the default IP address and
the new IP address to be assigned

Connect the controller to the local PC network and power up the controller.
Open a DOS Command prompt.

Click Start > Run

.| ke Opens a program, Folder, document, or Web site.

All Programs D

i start e & OO [ iy

Type cmd in the entry field and click OK.

Open: L3 |

2%

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

[ o L\\\J[ cancel | [ Browss... |
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The DOS command window opens.

e C:AWINDOWS\system32\emd.exe

Microsoft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

H:v>

4. Enter the ping command at the x:\> prompt:
* Xx:\>ping 169.254.1.1 (Enter)
5. After a short delay the ping command results appear.

e A communicating ping command appears as:

e C:AWINDOWS\system32\emd.exe

Microsoft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.
H:“>ping 169.254.1.1

Pinging 169.254.1.1 with 32 bytes of data:

Reply from 169.254.1.1: bytes=32 time=3ms TTL=255
Reply from 169.254.1.1: 1 TTL=255
Reply from 169.254.1.1: i TTL=255
Reply from 169.254.1.1: TTL=255

Ping statistics for 169.254.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = ims. Maximum = 3ms. Average = 1ims

H:v>

Continue to the Telnet step.
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Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 169.245.1.1:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss),

e C:AWINDOWS\system32\cmd.exe

Microsoft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

H:“>ping 169.245.1.1
Pinging 169.245.1.1 with 32 bytes of data:

>

A non-communicating ping command appears as:

3.1  Troubleshooting a Failed Ping Command

There are several, basic troubleshooting steps to try to ensure your network connection and
communication configuration is correct.

1.

Verify there is only one controller connected to the remote PC’s network with the default
configuration and the default IP address. TCP communication will not work correctly if there are
multiple devices with the same address on the same network. Remove the other devices and try
the ping command again.

Verify basic Ethernet connectivity between the remote PC and the controller. The remote PC must
have a valid IP address in the 169.254.x.y range (See Section 2). If you are directly connected and
are using dynamic addressing (DHCP) you may have to wait up to a minute for the remote PC to
come up with its own IP address, including each time the Ethernet link is disconnected from the
remote PC. If you have the Local Area Connection icon displayed on your operating system
toolbar you will see the icon flicker whenever there is any network activity.

There is a status LED on the body of the Ethernet connector on the remote PC. It should be lit
when connected to a network and flickering when transferring data.

The Link LED (D22) is on the controller PCB. It also should be lit when connected to a network.
The Activity LED (D33) should be flickering when transferring data. Refer to the figure on the
next page.

If these LEDs are not lit or flickering, check the cable connections and verify the Ethernet cable is
good.

Depending upon the type of Ethernet device in the remote PC it may be necessary to use an Ethernet
switch, hub, or crossover cable to provide a network connection between the PC and the controller.
Try these various combinations and look for the status LEDs to be lit on both devices. Try the ping
command again once both LEDs are lit.
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Ethernet RJ-45 Connection

Reset LED

NXSRContioller

O

0]
m LB oo

10/100 (D21) €—— ——> Activity (D33)
Link (D22)

3. Cycle power on the controller. Try the ping command again.

4. Reset the controller. This will restore the controller to a factory default state, restoring the factory

default IP address. Try the ping command again.

Perform the following to reset a controller:

Remove power from the NXT controller.

Install a Jumper across the J3 pin header.

Press the S1 switch and hold it down while applying power. Keep the button pressed until the
Reset LED (D48) comes lit. This indicates the reset routine has begun.

DO NOT REMOVE POWER FROM THE NXT CONTROLLER

WHILE THE RESET LED IS LIT.

The Reset is complete when the Reset LED goes dark.

Cycle power on the controller.

If these steps do not resolve your communication issues your setup requires more detailed
troubleshooting that cannot be covered in this document.
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4.0 Information Collection Prior to Manual IP Assignment

There are two blank forms at the end of this document that you can use to assist you in collecting all
network communication related information necessary to perform this task. This information is used
in various sections of the Manual IP Assignment procedure.

4.1  Sample NXT Gateway Network Information Form

NXT Gateway Network Information Form

Router

Local Router IP =

Network Mask =

192.168.0.1

255.255.255.0

NXT
Gateway

Local
PC

Local PCIP =

196.168.0.123

NOTE: All addresses are internal within the subnet.

Fill in the following information associated with the local PC and the router to which it is connected:

» |P address of the router connected to the local PC
* Network Mask for that router
e |P address of the local PC

You will only need to fill out one of these forms for the local PC and its router.

.IIR;!IPDIFAJE{-'D
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4.2  Sample Remote Network Information Form

Controller # _
Remote Network Information Form
1
Remote Router IP = 10.10.10.10
Router

Network Mask = 255.0.0.0
Remote PCIP = Controller IP =

10.10.12.34 Remote NXT 10.1.2.3

PC Controller
&169.254.1.1
&169.254. 1123 45 (default controller IP)

Fill in the following information associated with the remote PC, the router to which it is connected,

NOTE: All addresses are internal within the subnet.

and the NXT controller being assigned an IP address:

» IP address of the router connected to the remote PC
» Network Mask for that router
* IP address of the remote PC

» Secondary IP address that allows the remote PC to connect to the local PC
» IP address to be manually assigned to the controller

You will need to fill one of these forms out for each controller being assigned a new IP address.
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5.0 Telnet to the Controller and Set Its New IP Address

Using Telnet you will send commands to the NXT controller that enter the new IP address into the
controller.

1. Follow Steps 1 through 3 in Section 2 to open a DOS command prompt. If the DOS prompt from
the ping command is still open you can use this DOS prompt.

2. Enter the telnet command and default IP address/port at the x:\> prompt:

x:\>telnet 169.254.1.1 2323

e C:AWINDOWS\system32\cmd.exe

Microsoft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

H:~>telnet 169.254.1.1 2323_

After a short delay the telnet login prompt appears:

NOTE: If your controller has firmware at revision 2.3.12 or earlier it will not prompt for a login or
Password, but will go straight to the telnet prompt. Skip ahead to Step 6.

e+ Telnet 169.254.1.1

3. Enter the login: keri (Enter).
4. Enter the Password: nxt (Enter) — type carefully as the password will not be shown as you type.
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5. If the login and password are entered correctly the telnet command prompt appears.

e+ Telnet 169.254.1.1

ez [PCOM s

login: keri

Password:

Copyright <(c?> Interpeak AB 2B08-2805. All rights reserved.

llelcome to IPCOM SHELL. Type help for a list of commands.

169.254.1.14#8> _

6. Enter the ifconfig command.
169.254.1.1#0> ifconfig ethO inet add ipl.ip2.ip3.ip4 netmask nm1.nm2.nm3.nm4 (Enter)

* iplip2ip3ip4 are the four elements of the IP address you wish to assign to the controller
— for example, 10.1.2.3
* nmlnm2 nm3 nm4 are the four elements of the remote network mask you wish to assign to the
controller
— for example, 255.0.0.0
» This example would be entered as
169.254.1.1#0> ifconfig eth0 inet add 10.1.2.3 netmask 255.0.0.0 (Enter)

7. Enter the route command.
169.254.1.1#0> route set gal.ga2.ga3.ga4 (Enter)

» gal ga2 ga3 ga4 are the four elements of the IP gateway address
— for example, 10.10.10.10

» This example would be entered as
169.254.1.1#0> route set 10.10.10.10 (Enter)

NOTE: Typically the IP gateway address is the router’s IP address that will be connecting the remote
NXT controller to the local PC with Doors.NET (this is NOT the NXT gateway itself). This is the
remote router's internal IP address which uses the same addressing scheme (on the same subnet) as
the controller IP address.
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8. If you have entered your information in a recognized, accepted format you will be prompted with

a route: ok prompt.

e+ Telnet 169.254.1.1

Password:
Copyright <(c?> Interpeak AB 2B08-2805. All rights reserved.

llelcome to IPCOM SHELL. Type help for a list of commands.

169.254.1.1#8> ifconfig ethd inet add 18.1.2.3 netmask 255.8.8.8
169.254.1.1#@> route set 10.10.108.10

route: ok

169.254.1.14#@8>

If you receive any other response, you probably didn’t enter a value in the expected format.

Reenter both the ifconfig and route commands.

NOTE: All the Os and 1s entered in the ifconfig and route commands are numbers,

not the letter ““O” or the letter “l.”
9. Exit the telnet session.
169.254.1.1#0> exit

Telnet responds with “Connection to host lost.”

e+ Telnet 169.254.1.1

Password:
Copyright <(c?> Interpeak AB 2B08-2805. All rights reserved.

llelcome to IPCOM SHELL. Type help for a list of commands.
169.254.1.1#8> ifconfig ethd inet add 18.1.2.3 netmask 255.8.8.8

169.254.1.1#8> route set 18.18.18.18
route:

ok
169.254.1.1#8> exit

Connection to host lost.

10. Close the telnet window.
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5.1  Verify Communication to the Controller’s New IP Address

Use the ping command to verify communication to the NXT controller’s new IP address. This
procedure should be repeated using the local connection, then through the router that will connect the
two subnets together, then from the local PC that will be running Doors.NET. This will confirm the

complete communication path.

NOTE: This assumes the router is configured correctly and the local PC running Doors.NET has had

its firewall configured to accept the Doors.NET program.

1. Verify the IP address has been correctly assigned. Follow the instructions in Section 2, Steps 2
through 5 to ping the controller from the local computer using the newly assigned IP address.

* Inthe case of our example,
x:\>ping 10.1.2.3 (Enter)

2. Verify the ping command communicates. If it does not communicate, go back to Step 2 of this

section and try the IP assignment process again.

AWINDOWS\system32\cmd.exe

Microsoft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

H:~>ping 18.1.2.3

Pinging 18.1.2.3 with 32 bhytes of data:

Reply from 18.1.2.3: bytes=32 time=

Reply from 18.1.2.3: bhytes=32 time=

Reply from 18.1.2.3: bytes=32 time=1ms

Reply from 18.1.2.3: bytes=32 time=1ms TTL=255

Ping statistics for 18.1.2.3:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.

Approximate round trip times in milli-seconds:
Minimum = ims. Maximum = 3ms. Average = 1ims

H:v>

3. Repeat this process at both routers of the two subnets (local and remote) and at the local PC
running the Doors.NET client. Both locations should be able to ping the controller. If at any point
in this process you cannot ping the controller, then there is a communication issue specific to that
location (either the router configuration or the local PC network configuration). Doors.NET will

not be able to communicate with the controller.
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6.0 Auto-Configuration in Doors.NET With
Manually IP Assigned Controllers

Perform the following steps in preparation for Auto-Configuration.

1. Open the Doors.NET program.
2. Manually add the controller to the system in the Hardware Browser.

* On the Ribbon Bar click Setup > Hardware Setup.

» On the Hardware Setup pane click the All tab.
» Select the desired gateway listed in the Setup pane. The Hardware Browser now opens.

Ca) Hu
7 PEE

Remove Auto Add Add
Config  MXT 2D MET 4D

Selected Tkems KT Series

Live Events Hardware Setup

Home Setup Reparts Tools Wiet

Hardware Browsear

Hardware Browser

Doors .Net

Last Request Completed & 4/29/2011 3:07:07 PM (D seconds|DHS. UserGoups

[ Doos ¢ Inputs ) Outputs 8 Panels | 0 40
FTINAT Site Gatewsy [B=:15] @ B Fier | e
= Misc
= General
Description N=T_Site Gateway
Misc
Doors | Moritar Points | Contal Points | Status
Site: Uszer: admin OWA NUK Friday, &prl 29, 2011 151509 @

* Inthe NXT Series field on the Ribbon click on the Add NXT 2D or Add NXT 4D icon according

to your controller type.

.IIR;!IPDIFAL?”D
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» Enter a description of the controller, and click Accept.

(?\‘] Ho = Hardware Browser hors Net e
— Home Setup Reparts Tools = Hardware Browser
» ¥ - B
G @ 3
Remove : At Add Add
Config  MXT 2D MET 4D
Selected Ikems KT Series
Live Events Hardware Setup x
[d Doos & Inputs ' Outputs 18 Panels | 20 Al Enter Description For KERI_NXT_4D
Gatewap Detallz @ kK Fiter: | ,i; %I
Drezcription
M¥T_Site_Gateway
License Count
- eral
0 used of B4 available contiollers. L scription NXT_Site_G ateway
Description : -
tdanual IP Azsigned Controller
| Accept % | Cancel
Misc
Doors | Moritar Points | Contal Points | Status
Last Request Completed & 4/23/2011 3:07:07 PM [0 seconds|DHS. UserlGoups Site: Uszer admin OWR - NUR Friday, &pnl 23, 2011 151504 @ ik
+ On the Ribbon Bar click View > Advanced View.
113 H ” H
» Enter the default password of “Keri10” and click OK.
(?,\\] Hd se = Seleched Hardware Hardware Browser - B2 X
-~ Home Setup Feports Tools Wigw Selected Hardware Hardware Browser
‘ = = P
) W
2 9y B
Technical  Online  About Show Hide Fin Unpin  Photo  Display | Advanced
Support Help all Al all all Recal  Colors Wigw
Help Docking
Live Events Hardware Setup x
[@ Doors & Inputs ) Outputs 8 Panels |0 Al
..
=15 NXT_Site_G atewa Filter:
:{J = Ianu\ P T The Advanced View passward is required to enable this b | ke |
feature.
ion tanual IP Assigned Controller
ew
Cation Settings
| oK % | Cancel =
a
TTEvTes 1 ype Mone
Use this Filter Nare
Global Trigger
IP Address
The IP Address of this contraller.
Dioors | Moritar Points | Contol Points | Status
Last Save Completed & 4/23/2011 31949 PM [2 seconds]DHS. Panel Site: User admin OWVR MU Friday, April 29, 2011 16:26:30 @
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* Inthe All tab click on the controller in the tree view.

» Inthe Properties Grid click on the Advanced View icon and enable Advanced View. An additional

set of configuration options appears.

Selected Hardware Hardware Browser

(N Hd a5

Home Setup Reports

P& &y A

Hardwars Brovwser

B 2

Selected Hardware

Y el
=1 W
L | = =

Toals it

Hardware  Synchronize Device  Filkers Operators  Application Conneckions  Diagnostics System
Setup Clocks Types Ciptions
Hardware Event Monitoring Permissions Diagniostics System
Live Events Hardware Setup
[d Doos  p' Inputs ) Outputs 8@ Panels | B Al

ed Controllsr

Doors | Moritor Points | Control Points | Status

Doors .Net -

:ﬁl @ 3k ko Fiter: =)
=l Misc

|advanced View is Disabled, Click to Enatle. |

=l General
Description
Enabled

Manual IF Assigned Contraller
Yes

= Communication Settings
IP Address

= Monitoring

Device Type

Uss thig Filter

Global Trigger

4y

None
Nane

IP Address
The IP Address of this contraller.

Last Save Completed @& 4/23/2011 31949 PM [2 seconds|DHS. Panel

Site: User: adrmin

OWR MNUM Friday, &pril 23, 2011 153022 @

» Enter the MAC Address of the controller. For our example this is 00-14-34-0B-07-CA.
» Enter the controller’s new IP address in the properties grid. For our example this is 10.1.2.3.
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e Click on the Save icon to save these entries.

G\) CEEEEE B

- Home Setup Reparts
{ ifu -
P & &Y
Hardware  Synchronize Device  Filkers
Setup Clacks Twpes
Hardware Event Monitoring
Live Ewvents | Hardware Setup”
I3 Doos & Imputs ) Outputs 8 Panels

Selected Hardware

Wigw

A O

Operators  Application

Tools

Permissions

]

Selected Hardware

|
=2

i

=z

Connections

Hardware Brovser

Hardware Browser

- 5]
Diagnostics System
Dpkions

Diagniostics System

=T N¥T_Site_G ateway

ER_JManual IP Assigned Controller

Doors .Net - B X
|7_ sl @ |£| Filter: |g‘
= General ”
Description Manual IF Assigned Contraller
Enabled Yes

=/ Communication Settings

00-14-34-0B-07-C4|

IP ddress 101.23

= Monitoring
Device Type Mone
Primary Priority 1]
Uss this Filter Nane
Fequire Acknowledgement | False
Enable Sounds No
Glahal Trianar A/

MAC Address

The MAC Address of this controller.

Doors | Mornitar Points | Contal Points | Status
Last Save Completed & 4/23/2011 31949 PM [2 seconds]DHS. Panel Site: Uszer: admin OWR - NUR Friday, &pril 29, 2011 15:36:47 @ it
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3. Prepare for the auto configuration operation.

* Inthe All tab click on the gateway.
* In the Ribbon Bar click Auto Config.

(};\‘} Hl o 82 s Hardware Browser Doors Net - B8 X
— Home Setup Reparts Tools g Hardware Browser
o ] B
Remove : Auta Add Add
Config | MXT 2D M2T 4D
Selected Ikems MKT Series
Live Events Hardware Setup x
[d Doors & lrputs ) Outputs J8 Panels |38 AL
mll ay ,’; 21| @ QH Filter: | 7.3
=I- 8 Manual IP &ssigned Controller 5 Mise v
+ Bus1
+ Buz 2
+ Buz 3 5
4 Bus 4 = NXT Communication Settings
Controller Peer Port 10040
Find Controllers Responge... | 11435
Prosy Server [P Address 127.0001
=l Ranaral
Misc
Doors | Monitar Points | Contal Points | Status
Auta Config Site: Uszer admin OWR - NUR Friday, &pnl 23, 2011 154151 @ i
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If network routing and the firewall are properly configured, and the controller addresses are
correct, the controller will be found.

(}Q Hl oo s s Hardware Browser Doors Net - B8 X
- Hormne Setup Reports Toals L= Hardware Browser
p & > Py 1 = =
{ - L 3]
» @ &Y 3 & & P B
Hardware  Synchronize Device  Filkers Cperators  Application Connections  Diagnostics System
Setup Clocks Types options
Hardware Event Monitoring Permissions Diagniostics System
Live Events Hardware Setup AutaConfiguration FResults x
Starting IP address
The results of the AutoConfiguration command are displayed below.  Please review these settings before
committing them to the database.  Click Apply to save your changes.
| Azsign
| dppl | Select Al
Available Contollers
|_',-f| Take Ownership MAL Address Descrption IP Address Alrzady Azsigned Contraller T ppe Reset
el m [y [ & b ] [y =
v i 7
Status Messages
Timestamp [Server] Status Message [retail
= o o o
5/2/2011 23515 PM y Find contrallers Complete
5/2/2011 2:35:08 PM i Found contraller MAC = 00-14-34-0B-07-CA, IP = 0.0.0.0
B/2/2011 3:35:00 PM ‘y Find controllers started
3 9]
Doors | Moritar Points | Contol Points | Status
Last Save Completed @& 5/2/2011 3:34:26 PM [0 seconds)DHS . SPM Site:  Lzer admin OWR ML Monday, May 2, 2011 153616 @ it

Verify the IP address and MAC address displayed.
» Unselect the Select All check box.

» Select the Take Ownership box of the desired available controller.
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4. Click Apply and confirm the task to perform the Auto Configuration.

more).
[ ]
minute or more).

these instructions.

Wait for the Update Network Complete message in Status Messages screen (may take a minute or
Open Live Events Screen, and watch for Update Network Completed event (may take another

The controller is added and communicating with Doors.NET. You have successfully completed

A Ha . -

= Home Setup Reports
e &
[ . 2
O L
Hardware  Synchronize Device  Filkers
Setup Clocks Types
Hardware Event Monitoring

Tools

A B N B

Cperators  Application Connections  Diagnostics

Hardware Browser

Wi Hardware Brovwser

Permissions Diagnostics

Live Everts Hardware Setup AutoConfiguration Fesults

The results of the AutoConfiguration command are displayed below.  Please review these settings before
committing them to the databasze.  Click Apply to save your changes

| Azsign
|
Available Controllers
B | Take Dwrership MAL Address Description IP Address Already Assigned Contraller Type Fleset
#@ ] i @ @ - ] & =
b v

Doors .Net = X

|
&9,

System
Dpkions

System

Starting IP address

Timestamp [Server]
=
B/2/2011 23742 PM
B/2/2011 23743 P
B/2/2011 23743 P
B/2/2011 3:37:42 P
5/2/2011 23742 PM

Doors | Moritar Points | Contol Points | Status

ellerm s
g

Status Messages

essage

al

AutaConfig Complete

Preparing update nebwork. configuration for controller
Checking firmware version for each controller
Assigned IP address to controller

Assign IP addresses complete

Detal

m
a

IP=101.23

Checking contraller firmmware wersions for 1 controllerz)...
MAC = 00-14-34-0B-07-C4_ P = 101.2.3

Last Save Completed @& 5/2/2011 3:34:25 PM [0 seconds)DHS. 5PM

Site: User: admin OV HUM Monday, Map 2, 2011 15:39:03 @
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NXT Controller Manual IP Assignment in WAN Environments

Application Note

5. Following Auto-Configuration you may have to perform a Firmware Update.

(};\‘} H I Hardware Browser Doors Net - B8 X
— Home Setup Reparts Tools = Hardware Browser
f gy e =
3 b3
» @ &Y B A & @
Hardware  Synchronize Device  Filkers Operators  Application Connections  Diagnostics System
Setup Clacks Twpes Cptions
Hardware Event Monitoring Permissions Diagniostics System
Live Events Hardware Setup AutaConfiguration FResults
Starting IP address
The results of the AutoConfiguration command are displaved below,  Please review these settings before
committing them to the database.  Click Apply to save your changes,
| | Assion
Available Contollers
AL Address Diezcription |P Address Already Assigned Contraller Type Fiezat
a & i = & =
Status Meszages
Statusz Meszage [Cretail
o o o
a i MxT controller has incorect firmware i
B/242011 33743 PM @ AutoConfig eror preparing update network. configuration...
B/2/2011 23743 PM \1/) AutoCaonfig Complete
B/2/2011 3:37:43 PM \1‘) Preparing update network. configuration for controller IP=101.2.3
B/2/2011 33743 PM —!/ Checking fiimware version for each controller Checking controller firmware wersions for 1 contiollers). -
Doors | Monitar Points | Conbal Points | Status

Last Save Completed @& 5/2/2011 3:34:26 PM [0 seconds)DHS . SPM

Site:  Lzer admin OWR MU Monday, May 2, 2011

* On the Ribbon Bar click the Hardware Browser tab.
Click on the controller requiring firmware update.

154115 @ i
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NXT Controller Manual IP Assignment in WAN Environments
Application Note

» Click the Firmware Upgrade icon.

(}Q Hl s 8 s Selected Hardware Hardware Brawssr Doors Net - 8 X
d Home Setup Reports Tools Wigw Selecked Hardware Hardware Browser
Remove | Firmware | Lpdate
Upgrade | Mebwork
Selected Ital%
Live Events Hardware Setup AutoConfiguration Fesults x
[d Doos & Inputs ) Outputs 8 Panels | B0 Al
as 4l @ |[s|H | Fiter: =]
ontrolles
ontroller - Mise
=l General
Drescription tdanual IP Azsigned Controller
Enabled e
MAL Address 00-14-34-0B-07-C4
= Communication Setlings
IP Address 101.23
= Monitoring
Dievice Type Mone
Prirnary Pricrity 1]
Uze this Filter None b
Misc
Doors | Mornitar Points | Contal Points | Status
Firmuware Upgrade Site: Uszer: admin OWR - NUR Monday, Mayp 2, 2011 154531 @
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NXT Controller Manual IP Assignment in WAN Environments
Application Note

e Select the firmware revision.

(}Q Hl s 8 s Selected Hardware Hardware Brawssr Doors Net - 8 X
d Home Setup Reports Tools Wigw Selecked Hardware Hardware Browser
i o o> 5. = - |
P QA &Y A MH & B R
Hardware  Synchronize Device  Filkers Operators  Application Connections  Diagnostics System
Setup Clacks Twpes Cptions
Hardware Event Monitoring Permissions Diagniostics System
Live Events Hardware Setup AutoConfiguration Fesults Firmware Upgrade
* | dpk |
EOOTLOADER_VO20001. bin [Bootloader - 02.00.01]
NET _w020516.bin (Controller - 02.05.16)
Avwailable Controllers

Description HardwareT ppe ControllerType: Firmsare: Bootloader
£ & £ @ a
+ tdanual 1P Assigned Co.. - Controller KERI_M=T_4D 02.05.15 02.00.01

Doors | Mornitar Points | Contal Points | Status

Last Save Completed & 5/2/2011 3:34:26 PM [0 seconds)DHS. SPM Site: User: admin OWR - NUR tonday, May 2, 2011 154743 @ .;;

» Click Apply.

» Confirm the upgrade command.

» The upgrade begins. This process can take several minutes to complete and may have several
pauses during the process. You can track progress by monitoring the green Progress Bar and the
Progress Percentage field.
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Application Note

» When the upgrade is complete you can verify success by clicking on the Live Events tab and
reviewing message status.

(?\T Hl oo s Hardware Browser Doors .Net - B X
— Home Setup Reparts Tools Wiet Hardware Browser
g w - e 5 5 ]
P @ Y A A H B |
Hardware  Synchronize Device  Filkers Operators  Application Connections  Diagnostics System
Setup Clocks Types Options
Hardware Event Monitoring Permissions Diagniostics System
Liwve Events Hardware Setup AutaCaonfiguration Resuls Firmware pgrade x
lco | Timestamp [Server] Location Message Detail Prio |Contraller | Cardn | First Mame | Last Ma
B/2/2011 35314 PM tanual [P Assigned Contraller Reader 0.4 Door Locked By Timezone 0 Manual .
5/2/2011 35314 P tanual IP Assigned Controller Reader 0.4 Door Locked 0 Manual |
5522011 25314 PM Manual [P Assigned Contraller Reader 0.3 Daor Lacked 0 Manual .
B/2/2011 25314 PM Manual P Assigned Controller Reader 0.3 Door Locked By Timezone 0 Manual I..
B/2/2011 35314 PM tanual [P Assigned Contraller Reader 0.1 Door Locked 0 Manual ..
B/2/2011 35314 P tanual IP Assigned Contraller. Reader 0.2 Door Locked By Timezone 0 Manual ..
5/2/2011 35314 P tanual [P Assigned Controller Reader 0.2 Door Locked 0 Manual |
5/2/2011 35314 PM Manual IP Assigned Contraller. Reader 0.1 Daor Locked By Timezone 0 Manual 1.
3 |
B/2/2011 35224 PM Manual IP Assigned Contraller Contraller - Tamper Alam 0 Manual ..
B/2/2011 35224 PM tanual IP Assigned Contraller 0 Manual ..
5/2/2011 35217 P tanual IP Assigned Controller Controller - Dffline = Timeout 0 Manual |
5/2/2011 251:50 PM Manual IP Azsigned Contraller Controller - Dffline = Timeout 0 Manual 1.
B/2/2011 2:51:29 PM Manual IP Assigned Contraller Cantraller - Offine = Timeout 0 Manual I.
B42/2011 33744 PM tanual IP Assigned Contraller Contraller Fimware Mesds Upgra.. 020815. 2. Manual |,
B/2/2011 3:36:59 P Manual IP Azsigned Contraller 0 Manual I..
B/2/2011 336:58 P tdanual IP Assigned Controller Controller - Dffline = Timeout 0 Manual |
5422011 3.34:25 PM Manual IP Assigned Controller 0 Manual I.
B/2/2011 2:31:31 PM Marual IP Assigned Controller Controller Firmware Meeds Upgra.. 020515 2. Manual |.
Doors | Moritar Points | Contol Points | Status
Last Save Completed @& 5/2/2011 3:34:25 PM [0 seconds)DHS. 5PM Site: Uszer. admin OWA MUK Manday, May 2, 2011 155451 @ ¢

7.0 Caveats

If you are configuring controllers that physically will be in different time zones the time zone applied
to all controllers is the one associated with the gateway connected to the controllers.
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NXT Controller Manual IP Assignment in WAN Environments

Application Note

8.0 Remote Network Information Collection Form
Use one of these forms per controller or create a table/list of your own with this information.

Controller # _
Remote Network Information Form
Remote Router IP =
Router
Network Mask =
Remote PCIP = Controller IP =
Remote NXT
PC Controller
&169.254 .1 .1
&169.254. (default controller IP)
NOTE: All addresses are internal within the subnet.
Controller #
Remote Network Information Form
Remote Router IP =
Router
Network Mask =
Remote PCIP = Controller IP =
Remote NXT
PC Controller
& 169.254 .1 .1
&169.254. (default controller IP)

NOTE: All addresses are internal within the subnet.
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NXT Controller Manual IP Assignment in WAN Environments
Application Note

9.0 NXT Gateway Network Information Collection Form

NXT Gateway Network Information Form

Local Router IP =
Router
Network Mask =
NXT Local Local PC IP =
Gateway PC

NOTE: All addresses are internal within the subnet.

10.0 Contact Keri Systems

Keri USA Keri UK, Ireland, Europe
2305 Bering Drive Unit 17
San Jose, CA 95131 Park Farm Industrial Estate

Ermine Street
Buntingford
Herts SG9 9AZ UK

Telephone: (800) 260-5265 Telephone: + 44 (0) 1763 273 243
(408) 435-8400
Fax: (408) 577-1792 Fax:+ 44 (0) 1763 274 106
Web: www.kerisys.com Web:www.kerisystems.co.uk
E-mail: sales@kerisys.com E-mail:sales@kerisystems.co.uk
techsupport@kerisys.com tech-support@kerisystems.co.uk

End of document.
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